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Abstract. Radio-frequency identification (RFID) technology is the en-
abler for applications like the future internet of things (IoT), where secu-
rity plays an important role. When integrating security to RFID tags, not
only the cryptographic algorithms need to be secure but also their im-
plementation. In this work we present differential power analysis (DPA)
and differential electromagnetic analysis (DEMA) attacks on a security-
enabled RFID tag. The attacks are conducted on both an ASIC-chip
version and on an FPGA-prototype version of the tag. The design of the
ASIC version equals that of commercial RFID tags and has analog and
digital part integrated on a single chip. Target of the attacks is an im-
plementation of the Advanced Encryption Standard (AES) with 128-bit
key length and DPA countermeasures. The countermeasures are shuf-
fling of operations and insertion of dummy rounds. Our results illustrate
that the effort for successfully attacking the ASIC chip in a real-world
scenario is only 4.5 times higher than for the FPGA prototype in a lab-
oratory environment. This let us come to the conclusion that the effort
for attacking contactless devices like RFID tags is only slightly higher
than that for contact-based devices. The results further underline that
the design of countermeasures like the insertion of dummy rounds has to
be done with great care, since the detection of patterns in power or elec-
tromagnetic traces can be used to significantly lower the attacking effort.

Keywords: Radio-Frequency Identification (RFID), Advanced Encryp-
tion Standard (AES), Side-Channel Analysis (SCA), Differential Power
Analysis (DPA), Differential Electromagnetic Analysis (DEMA).

1 Introduction

Radio-frequency identification (RFID) technology has gained a lot of attention
during the last decade and is already used in many applications like ticketing,
supply-chain management, electronic passports, access-control systems, and im-
mobilizers. The relevance of this technology is underlined by the integration
of RFID functionality into the latest generation of smart phones, which uses
so-called near-field communication (NFC). With this widespread use of RFID
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technology, new applications like the future internet of things (IoT) will arise
where security plays an important role. When integrating security to RFID sys-
tems, not only the selected cryptographic algorithms have to be secure, but also
their implementation has to be protected against attacks such as side-channel
analysis.

An RFID system consists of a reader (e.g. a smart phone) and a tag that
communicate contactlessly by means of a radio frequency (RF) field. The tag is
a small microchip attached to an antenna. Passive tags also receive their power
supply from the RF field, which limits the available power budget of the tags.
Especially passive tags that can be produced at low cost will be used in appli-
cations like the future IoT, where tags have to be competitive in price. In order
to keep the price low, tags have to be produced in high volume and with small-
est possible chip size. These limitations make the integration of cryptographic
security to RFID tags challenging.

Recent incidents like the reverse engineering of the CRYPTO 1 algorithm in
Mifare tags [21], the breaking of the Digital Signature Transponder (DST) [3],
or the attacks on the Hitag2 cipher [5] and the KeeLoq remote entry sys-
tem [6] have emphasized the need for integrating strong cryptographic security
to RFID tags. A lot of effort has been made by the research community to bring
strong security to resource-constrained RFID tags. Well-known examples are
symmetric-key schemes like the Advanced Encryption Standard (AES) [7,9,20]
and PRESENT [25], or public-key schemes like Elliptic Curve Cryptography
(ECC) [1,2,10,27] and NTRU [11].

Having a strong cryptographic algorithm alone is not enough, also the imple-
mentation of the algorithm has to be secure. Techniques that exploit weaknesses
of an implementation are called implementation attacks. A prominent kind of
implementation attack is side-channel analysis (SCA). In an SCA attack, side-
channel information is measured during the execution of a cryptographic al-
gorithm to deduce secret data like the encryption key. As side-channel infor-
mation, execution time [17], power consumption [18], or electromagnetic (EM)
emissions [8] of a cryptographic device can be used. A very powerful SCA attack
is differential power analysis (DPA) introduced by Kocher et al. [18] that reveals
even very weak data-dependent information in the power consumption of a de-
vice. When using the EM emissions of a device instead of the power consumption,
the attack is called differential electromagnetic analysis (DEMA) [26]. In order
to make SCA attacks less efficient, so-called countermeasures are integrated.

While there is a large number of published articles about DPA and DEMA
attacks on contact-based devices, there is only a handful of them about attacks
on RFID devices. Hutter et al. [13,14] have presented several DPA and DEMA
attacks on high frequency (HF) RFID prototype devices. Oren and Shamir [22]
have inspected the EM emissions of ultra-high frequency (UHF) tags to deduce
the secret kill password. Kasper et al. [16] and Oswald [23] have successfully
applied DEMA attacks on a contactless smart card that computes Triple DES
(3DES).
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In this work we present DPA as well as DEMA attacks on a security-enabled
NFC tag. The novelty of this work is that we have conducted the attacks on
two versions of the tag, an ASIC-chip version and an FPGA-prototype version.
Both versions implement the same functionality. The ASIC integrates the digital
part and the analog part on a single chip, which equals the design structure of
commercially available RFID tags. The FPGA prototype on the other hand has
the digital part implemented on the FPGA and the analog part is realized via
an extra analog front-end built with discrete components. Our work closes the
gap of current publications where either prototype tags or commercially avail-
able RFID tags are examined separately. Target of the SCA attacks is an AES
implementation that has countermeasures integrated. The countermeasures are
shuffling of operations and insertion of dummy rounds. Our results show that the
effort for attacking the ASIC chip is only 4.5 times higher with our measurement
setup than for the FPGA prototype. This clarifies that the effort for attacking
commercial RFID tags is only slightly higher than for prototype devices. The
results also confirm that countermeasures like the insertion of dummy rounds
have to be implemented very carefully, as the detection of patterns in the traces
allows to significantly reduce the attacking effort.

The remainder of this work is organized as follows. Section 2 provides an
overview of the ASIC chip and the FPGA prototype that we have used for
our measurements. In Section 3 we describe the different measurement-setup
scenarios. Side-channel analysis results are given in Section 4. Conclusions are
drawn in Section 5.

2 Overview of the Analyzed Devices

In this section we give an overview of the attacked hardware devices. For the
evaluation we use a security-enabled NFC-tag chip. First the focus is put on
the ASIC version of the security-enabled NFC-tag chip and then on the FPGA-
prototype version. The latter device is a prototype but with the connected an-
tenna it behaves like a commercial, passive RFID tag. It is an HF tag using a
frequency of 13.56 MHz in order to communicate with the reader and the com-
munication protocol is implemented according to the ISO 14443A standard [15].
The chip consists of two main parts as it can be seen in Figure 1: the analog
front-end (AFE) and the digital part. The antenna is connected to the AFE
that provides the power supply and the clock signal to the digital part. The dig-
ital part is responsible for processing the commands to communicate with the
reader. This part also contains a crypto unit with an AES implementation to
provide symmetric-key cryptography. The AES part is implemented as special-
purpose hardware to meet the most important requirements for RFID-tag chips:
low power consumption and small chip area. Low power consumption is a re-
quirement because the chip uses the power supply generated from the reader
field. Chip area is an important factor concerning the production costs. More
implementation details of the chip can be found in [12,24].
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There are two countermeasures integrated into the AES implementation in
order to increase the resistance against SCA attacks: the insertion of dummy
rounds and shuffling. The chip processes in total 25 rounds during an AES
encryption/decryption. Ten rounds relate to the real computation of AES and
fifteen rounds are dummy rounds that process random data. The dummy rounds
are inserted at the beginning and at the end in order to increase the effort
for SCA attacks. With shuffling, the processing order of the bytes of the state
is randomized. As the AES state consists of sixteen bytes every byte can be
processed at sixteen different points in time. For DPA/DEMA attacks it is very
important to know at which point in time a specific byte of the state is processed.
Because of that fact shuffling increases the attack complexity.

As it can be seen in Figure 2 the prototype chip is mounted on a development
board that contains an antenna with four windings. The board also allows to
power the chip with an external power supply. If an external power supply with
a voltage of 3.3V or more is connected, the chip does not use the power supply
extracted from the reader field. This gave us the ability to measure the power
consumption of the chip with a resistor in the ground line.

In addition to the security-enabled NFC-tag chip we also use an FPGA-
prototype tag for the evaluation. The implementation of the digital part on
the FPGA-prototype tag is equal to the one on the evaluated ASIC chip. For a
reader device, the FPGA-prototype tag appears like a regular, passive RFID tag.
It uses an external power supply but the reader field is used for communication
and for extracting the clock signal. We used the FPGA-prototype tag to show
that the DEMA-attack results achieved with this device are comparable with
the results from the real tag. Another advantage of the FPGA-prototype tag
is that we have more control over this device. We could use, e.g., a debug pin
in order to get a precise trigger signal. The FPGA prototype further gives the
ability to correct bugs detected on the real chip and evaluate the effects of the
modification. It is also important to mention that the FPGA-prototype version
enables the chip developers to test the implementation before manufacturing the
ASIC chip.
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3 Measurement Setup

The LC584AM oscilloscope from LeCroy was used to record the traces and the
recording process was controlled with a computer running MATLAB scripts. In
order to establish the communication between computer and tag an RFID reader
(Tagnology TagScan) was used. The EM probes to measure the electromagnetic
emanation are from ‘Langer EMV Technik’. We were able to record 1 trace per
second on average. The reason for this rather low recording speed is on the one
hand the two-step communication between computer and tag (the reader is in
the middle) and on the other hand storing the traces on the computer is also a
time-consuming process. Three different measurement setups were used in order
to record the traces needed for the SCA attacks: the real-world scenario, the test
scenario and the FPGA scenario.

Real-World Scenario The real-world scenario is the most important one because
it can be used to attack the real NFC-tag chip without additional requirements
like trigger pins or external power supply. In this scenario the electromagnetic
emanation of the chip is measured using an EM probe. In order to measure only
the electromagnetic emanation and not the reader signal we separated the chip
and the antenna. This approach was presented by Hutter et al. [13] as well as by
Caluccio et al. [4]. So the chip could be placed outside of the reader field for better
measurement results. In our setup the distance between tag chip and antenna
was 25 centimeters. The presented modification can be made with every RFID
tag. A second EM probe was used in order to get the trigger information. This
probe was placed inside the reader field. With these traces the reader commands
could be easily identified. The EM traces were recorded with a sampling rate
of 2.5GS/s. A schematic of the measurement setup for this scenario can be
seen in Figure 3. There were only small deviations in the duration between the
reader command and the start of the AES calculation. With an alignment step
these deviations could be removed and satisfying DPA-attack results could be
achieved. The least-square matching method was used to align the traces.

Test Scenario The test scenario can only be performed with the development
board and is also used to attack the ASIC chip. In that scenario the chip was
powered with an external power supply, so the chip does not use the supply
voltage extracted from the reader field. We inserted a resistor in the ground
line in order to measure the power consumption of the chip. The value of the
resistor was 100 {2. A schematic overview of the measurement setup can be seen
in Figure 4. The amplitude of the recorded trace increases significantly when the
chip starts an AES calculation. This could be used as trigger information. With
that setup the traces were not perfectly aligned so an alignment step was also
necessary in order to get satisfying results of the DPA attacks.

FPGA Scenario The FPGA scenario was used to attack the FPGA-prototype
tag. In this scenario the electromagnetic emanation of the FPGA was used as
side-channel information. We used an EM probe to measure the electromagnetic



22 T. Korak, T. Plos, and M. Hutter

Control reader

1] RFID reader
== |

Mensiere reader field %

(trgger inlormation) Control

.
I RFID reader

. RF field Control
‘os.:ullowob: oscilloscops

TF lield

1% I Vs

| "o I
g * s Power
: it ||| D*l GND | Supply
AT l
B

I Al - .rl‘ :I .

Measure vollage on Ry

NFC chip Measure EM emission of the chip

Fig. 3. Measurement setup of the real- Fig. 4. Measurement setup of the test
world scenario. scenario.

emanation. One advantage of the FPGA-prototype tag for the EM measurements
was that the FPGA chip is placed outside of the reader field. Several pins can
be used as debug pins on the FPGA-prototype tag. We used one of these pins to
indicate when the AES calculation starts. The signal of this pin could be used as
trigger information. This trigger information was very accurate so no alignment
step was necessary for successful DPA attacks on the FPGA prototype tag.

4 Side-Channel Analysis Results

In order to evaluate the security of the NFC tag we performed DPA and DEMA
attacks on the AES implementation on the chip. As intermediate result we used
the output of the S-box lookup for the first key byte in the first round of AES. The
Hamming-weight model was used as power model to get the hypothetical power
values. The Pearson correlation coefficient was used to calculate the correlation
between the hypothetical power values and the recorded traces. The equation to
calculate the correlation coefficient p can be found in [19].

As performance indicator for the attacks we used the number of required
traces n to reveal the value of the first key byte. The relationship between the
number of traces n and the correlation coefficient p is shown in Equation 1 [19].
For further calculations we used z,_,, = 3.719 with a = 0.0001.

A
n=3+8—= 1
ln2—}i‘z W)

The results of the performed DPA/DEMA attacks can be split into two main
parts: attacks with disabled countermeasures and attacks with enabled counter-
measures. The attacks with disabled countermeasures were used to evaluate the
performance of the different measurement setups. They equal an attack of an
unprotected AES implementation and results can be achieved with a small num-
ber of traces. The randomization parameters for the countermeasures were fixed.
This means that no dummy rounds are inserted at the beginning. Also shuffling
is deactivated, so the first S-box operation always appears at the same point in
time for every new AES encryption. With this step we show that the different
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approaches to measure the side-channel information as well as the attacks on the
different hardware devices lead to comparable results which is a very important
observation.

The attacks with enabled countermeasures could only be performed on the
FPGA-prototype tag. The reason for this limitation is that the countermea-
sures on the ASIC version of the chip cannot be enabled because of a bug in
the implementation. On the FPGA-prototype version the parameters for the
countermeasures are random values. These values are updated for every AES
encryption. In that case a random number of dummy rounds is inserted at the
beginning and the first S-box operation is shuffled over sixteen positions in time.
Before we started with the attacks we did an estimation for the needed effort
for successful attacks with enabled countermeasures based on the results with
disabled countermeasures.

4.1 Measurements with Disabled Countermeasures

Figure 5 shows the result of the DEMA attack on the security-enabled NFC
tag for the real-world scenario. Here the positive as well as the negative part of
the EM trace was recorded. The black correlation trace contains a clearly visi-
ble peak and belongs to the correct key hypothesis. The maximum correlation
value for this attack is 0.267. According to Equation 1, 373 traces are required
to obtain the correct value for the first key byte. In order to get a satisfying
result two preprocessing steps had to be performed on the recorded traces: fil-
tering and aligning. A lowpass filter with a stop frequency of 8 MHz was used
to filter out surrounding noise and the reader signal. The filtered traces had to
be aligned because the used trigger signal, the pattern in the communication,
was not accurate enough. In order to achieve an even higher correlation value,
we performed further measurements where we only recorded the positive values
of the EM traces. So we could increase the resolution of the voltage values. As
a result we got a higher correlation value of 0.325 and the result can be seen in
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Figure 6. According to Equation 1, with 246 traces the correct value for the first
key byte could be found. With this improvement we were able to decrease the
number of required traces from 373 to 246.

As a second experiment we performed a DPA attack using the test scenario.
In this scenario we used an external power supply for the chip and measured the
power consumption with a resistor in the ground line. Here we got a correlation
value of 0.664 for the correct key hypothesis. About 47 traces are needed in order
to reveal the value of the first key byte.

In the FPGA case about 54 traces are needed in order to perform a successful
attack. For comparison we have plotted the result of the DEMA attack on the
FPGA prototype tag in Figure 7. Here the correlation value for the correct key
hypothesis is 0.629. Filtering the recorded traces was the only required prepro-
cessing step for a successful attack. Here a bandpass filter with a lower frequency
of 15 MHz and an upper frequency of 25 MHz had to be used in order to get sat-
isfying results. A dedicated pin was used for the trigger information and so the
traces did not have to be aligned afterwards.

The test scenario and the FPGA scenario produce similar results. Successful
attacks can be performed with low effort, only 47 and 55 traces are needed
to reveal the value of the first key byte, respectively. However both of these
attacks cannot be performed on a real RFID tag. The real-world scenario that
we have used for our measurements can be performed on real RFID tags as well.
We were able to perform successful DEMA attacks on the unprotected AES
implementation with 246 traces using that scenario, compared to the FPGA
scenario the effort increases by a factor of 4.5. This result enables chip designers
to evaluate the security of other implementations using the same production
process in an early design step. An FPGA implementation of the chip can be used
in order to evaluate the resistance of the ASIC against SCA attacks. If there is a
redesign of an existing ASIC (e.g. new SCA countermeasures are implemented),
the presented approach can be used to evaluate the security of the new ASIC
using the results of the SCA attacks on the FPGA implementation. We also use
the achieved results from above in the following section in order to evaluate the
security of the protected AES implementation.

4.2 Measurements with Enabled Countermeasures

Before we started with the attack on the protected AES implementation, we did
some estimations on the effort needed for a successful attack. These estimations
can be found in Table 1. The dummy-round countermeasure increases the num-
ber of traces needed for a successful attack by a factor of 256 and also shuffling
increases the number of traces needed for a successful attack by a factor of 256.
As a result the total number of traces required for a successful attack increases
by a factor of 2562 = 65536. For a successful attack on the unprotected im-
plementation 55 traces were needed and this value multiplied with 65536 gives
nearly four million traces. With our recording speed of one trace per second this
would lead to a recording time of about 42 days! For the real-world scenario this
would lead to a recording time of 189 days (using the factor of 4.5 from above).
This effort is rather high so we tried to find a way to reduce the impact of the
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Table 1. Estimate of the required number of traces for a successful DPA attack
with enabled countermeasures.

Estimated number of traces
Countermeasures FPGA scenario‘Test scenario‘Real-world scenario
No active countermeasures 55 47 246
Shuffling 14080 12032 62976
Shuffling and dummy rounds > 3600000 > 3000000 > 16100000

countermeasures. In many applications the number of encryptions is also limited
to a specific value, so a DPA/DEMA attack can only be successful if the number
of required traces is below this value.

The approach we used for reducing the impact of the countermeasures was to
get some information about the random value defining the number of dummy
rounds inserted at the beginning. For that purpose we recorded a set of 100 traces
containing the initial key addition and the first AES round. A plot showing one
trace of this set can be found in Figure 8. Our observations showed that delay
cycles are also inserted during the initial key addition. After some analysis of
the traces we found a pattern during the initial key addition. When calculating
the difference of two traces, peaks appear at different points in time depending
on the random variable defining the number of dummy rounds inserted at the
beginning. For the set of 100 traces we have calculated the difference for every
single pair of traces and could observe three different cases which are illustrated
in Figure 9:

— In the first case no significant peak can be identified.

— In the second case four significant peaks can be identified which have nearly
the same amplitude.

— In the third case again four peaks in the difference trace can be identified
but one of these four peaks has a significantly higher amplitude.
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Fig. 9. The left plot shows the difference of two traces without significant peaks
(first case). The plot in the middle shows the difference of two traces with four
peaks with comparable amplitude (second case). The plot on the right side shows
the difference of two traces with one significant peak (third case). Traces recorded
with the FPGA scenario have been used to generate these plots.

Following the upper observation we made the following assumptions: If the
difference of two traces leads to the first case, the same random value was used
for the dummy-round countermeasure of both encryptions. If the difference of
two traces leads to the second case different random values were used for the
dummy-round countermeasure for the two encryptions. Finally, if the difference
leads to the third case a specific value was used for the countermeasure during
one of the two encryptions.

In a first attack scenario we used the third case to filter out the traces with one
specific number of dummy rounds inserted at the beginning. First we recorded
a set of traces including the first 16 rounds (there are 25 rounds in total, 15
dummy rounds and ten real AES rounds). In a next step we created a new set of
traces containing only these traces where the specific number of dummy rounds
were inserted at the beginning. In order to visualize our approach to filter out
the traces we have plotted the difference matrix for 100 traces which can be seen
in Figure 10. This matrix contains the absolute maximum value of the difference
of the two traces corresponding to the row number and column number. It is
clearly visible that for some traces this value is higher (darker points) compared
to other traces. In order to build the reduced set of traces we have selected only
these traces corresponding to a row number with a high value (dark points). As
we assume a unique distribution of the random value the size of this new set
is about 1/16 of the size of the original set. On the reduced set we performed
a DEMA attack. In order to conduct the first attack scenario we recorded a
set of 320000 traces. After filtering out the dummy rounds with the approach
presented above the size of the set reduced by a factor of 16 to 20000 traces.
The reduced set only contains traces with a specific number of dummy rounds
at the beginning followed by the first real AES round processing the attacked
intermediate value. On this reduced set we performed a DEMA attack and were
able to reveal the value of the first key byte. It figured out that 15 dummy rounds
are inserted at the beginning when the special pattern appears in the difference
traces. Figure 11 shows the result of this attack. Compared to the results in
Figure 5, Figure 6 and Figure 7 no single correlation peak can be identified.
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This is because shuffling spreads the single peak on 16 different points in time.
With a bigger set of traces the 16 peaks in the correlation trace of the correct
key hypothesis could be identified better. The maximum correlation value of the
attack is 0.03931.

In a second attack scenario we used the first case of our observations above
to split the recorded traces into 16 groups. As we had the ability to read out
the random value used for the randomization for every encryption by a small
change in the FPGA implementation we were able to verify the performance of
the clustering approach. All the traces in one group belong to encryptions where
the same random value for the dummy rounds was used. In order to perform the
clustering we used the K-means clustering function provided by MATLAB with
the squared euclidian distance as distance measure. We also did a performance
analysis where we performed the group building for 100 to 500 traces. There
is a linear relationship between runtime of the group building algorithm and
the number of traces used. The amount of correctly classified traces is between
96% and 98%. The building of the groups takes about 0.25s per trace. It has to
be mentioned that for an attack the group building step has to be conducted
only for e.g. the first 100 traces. The huge remaining part of the traces can be
clustered by just comparing with the groups. We achieved similar results by
comparing with one single trace of each group and by comparing with the mean
trace of each group. Here we were able to decrease the time to group one trace
to 0.1s. The length of the traces used for the mentioned experiment was 250 000
samples. The runtime strongly depends on the length of the used traces.

With the clustering approach it is now possible to decrease the number of
required traces for a successful DEMA attack on the secret AES key. First of
all we recorded a set of 320000 traces containing the initial key XOR and the
first three rounds. Next we applied the clustering algorithm to group the traces
into 16 groups. The clustering step for 320000 traces takes about 9 hours on
a standard desktop computer. Every group contains on average 20000 traces
as the random value defining the number of dummy rounds at the beginning
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follows a uniform distribution. Now there are more possibilities to conduct the
attack. One way is to put the focus just on the first round and perform a DEMA
attack on each of the 16 groups separately. The result of the attack using one
specific group (the one where no dummy rounds are inserted at the beginning)
leads to a significantly higher correlation value for the correct key byte. The
shuffling countermeasure is still active but Table 1 shows that 20000 traces are
sufficient to find the correct key value even in the presence of shuffling. A second
way is to combine the first and the second round and trying out all different
combinations of two groups. That means to pick out the first round of group A
and the second round of group B and preform a DPA attack on this combination.
If group A is the group where no dummy rounds are inserted at the beginning
and group B is the group containing traces where one dummy round is inserted
at the beginning the DPA attack leads to a correct result. This approach leads
to a higher computational effort because there are 256 possible combinations.
The number of required traces decreases because only 10000 traces are needed
in each group. So the total number of traces decreases to 160 000. The runtime
for the DEMA attacks increases to nearly 15 hours in that case. Furthermore
we estimated the complexity for the focus on three rounds and the combination
of three groups. As the number of possible combinations increases to 4096 the
runtime for the DEMA attacks increases to nearly 6.5 days. The positive effect
is that the number of required traces decreases again. A summary of the upper
scenarios can be found in Table 2.

Table 2. The influence of the clustering approach on the number of traces needed
for a successful DPA attack as well as on the calculation time for the attack.

Groups|Comb.|Required traces|Required traces Time for DPA Total
used per group overall attack on one group| time
[s] [s]
1 16 20000 320000 400 6400
256 10000 160 000 200 51200
3 4096 6666 106 666 133 544768

In a last experiment we used another preprocessing step called windowing in
order to reduce the impact of shuffling on the attack complexity. This approach
is presented in the book of Mangard et al. [19]. It should be possible to decrease
the attack complexity by a factor of four with windowing. A key factor for this
step is to find a good window pattern. In our attacks it was very hard to find
such a pattern and so we could only achieve a complexity reduction of 1.4.

Table 3 compares the FPGA scenario and the real-world scenario. Based on
the correlation values of the attacks using the FPGA scenario the number of
required traces n using Equation 1 are calculated. With the number of traces
the attack duration can be calculated as our recording speed is one trace per
second. With the knowledge that the attack complexity for the real-world sce-
nario increases by a factor of 4.5 the number of required traces to perform a
successful attack as well as the attack duration can be given.
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Table 3. Comparison of the number of needed traces and the duration for
recording the required amount of traces for the FPGA scenario and the real-world
scenario. Also the influence of the used preprocessing techniques is illustrated.
With windowing the impact of shuffling can be decreased. With our clustering
approach the impact of the dummy rounds can be decreased. The number in the
brackets denotes the number of used groups for the DPA attack.

’ FPGA scenario |Real-world scenario
’ Countermeasures |Preprocessing n ‘ Time n ‘ Time

No countermeasures - 55 < 1min 246 < 5min

Shuffling - 17886 | 5hours | 80000 23 hours
Windowing 9119 |2.5hours| 41036 11.4 hours

- 4571000| 53days |20480000| 246 days

Clustering(1) | 320000 | 3.7 days | 1440000 | 17days

Clustering(2) | 160000 | 1.9days | 720000 | 8.5days

Clustering(3) | 106 666 |30 hours| 480000 5.6 days

Shuffling, dummy rounds

4.3 Summary of the Results

As we have shown with the DPA/DEMA attacks performed on the unprotected
AES implementation the effort (needed number of traces) for a successful attack
for the real-world scenario is 4.5 times higher compared to the FPGA scenario.
Table 3 draws a comparison between the effort for a successful DPA attack using
the FPGA scenario and the real-world scenario. Attacks on the protected AES
implementation could only be performed in the FPGA scenario because of a bug
in the ASIC chip. The effort for the real-world scenario can be estimated based
on the results for the attacks on the unprotected AES implementation.

A successful attack on an unprotected AES implementation using the FPGA
scenario can be performed in less than one minute. With the real-world sce-
nario the value of a key byte can be revealed within five minutes. This result
emphasises again that it is possible to successfully attack an unprotected AES
implementation on an RFID tag with very low effort and that countermeasures
have to be implemented.

If the AES implementation is protected with countermeasures against SCA
attacks (insertion of dummy rounds and shuffling) as it is done on the FPGA-
prototype tag the attack complexity increases significantly. If no patterns can
be found to decrease the influence of the countermeasures 53 days are required
in order to record the amount of traces needed for a successful DEMA attack
on the FPGA-prototype tag. For the real-world scenario the duration has to be
multiplied by a factor of 4.5, so the duration for a successful attack increases to
246 days.

If the attacker can find a pattern to mitigate the influence of the used coun-
termeasures the effort for a successful attack can be decreased. As we have
shown with the FPGA scenario we could find 2 different ways to decrease the
attack complexity. We were able to reveal some information about the number of
dummy rounds inserted before the first real AES round. Furthermore we could
show that with our approach it is possible to scale down the number of required
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traces by adding more computational effort afterwards. This can be an important
step if the number of encryptions is limited to a fixed value (e.g. 200 000).

5 Conclusion

In this work we presented DPA and DEMA attacks on the AES implementation
of a security-enabled NFC tag. For the attacks we used an FPGA-prototype
version as well as a manufactured ASIC chip. Three different measurement se-
tups were used: a real-world scenario, a test scenario and an FPGA scenario. We
could show that the results of the attacks on the ASIC chip using the real-world
scenario are comparable with the attack results on the FPGA prototype. The
effort for the attack on the ASIC chip is 4.5 times higher compared to the attack
on the FPGA prototype. The attacks on the ASIC chip were performed using a
real-world scenario without a dedicated trigger pin or an external power supply
of the chip. The attacks on the FPGA prototype were performed under labo-
ratory conditions. The attacked AES implementation also has countermeasures
against SCA attacks integrated which are the insertion of dummy rounds and
shuffling. We were able to enable and disable the countermeasures and so we
found a pattern to mitigate the impact of the dummy-round countermeasure.
This pattern gave us the ability to group the recorded traces according to the
number of dummy rounds inserted before the first real AES round. As a con-
sequence the attack complexity decreased. Only some knowledge (usage of the
dummy-round countermeasure) about the AES implementation was needed in
order to find this pattern so the presented approach is a serious thread for im-
plementations with countermeasures against SCA attacks. We could show that
with the presented approach it is possible to decrease the number of needed
traces for a successful DPA attack. In our special case the number of traces
could be reduced from 320000 to less than 110000 traces. As a side-effect the
computational effort increases but within acceptable limits.
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